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Those who would give up Essential Liberty to purchase a little Temporary Safety, deserve neither Liberty nor Safety.  -Richard Jackson

What does the Orwellian named Patriot Act do to your constitutionally protected rights? Did you know that the Patriot Act allows the FBI to request a company to give them records of your transactions? All this is done in the name of protecting the United States of America from another terrorist attack. But do the citizens of this country realize what they are giving up for this protection? This paper will focus on the Act’s violations of an individual’s rights to unlawful search and seizure as protected by the Bill of Rights. 

The Patriot Act violates an individual’s rights as protected by the Bill of Rights. The fourth amendment in the Bill of Rights reads, “The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.”(1)

The Patriot Act Two also known as “Domestic Security Enhancement Act of 2003” allowed the FBI to have administrative subpoena. An administrative subpoena is defined as "an official order compelling an individual to provide a state or local administrative agency with information."(2) These type of subpoenas are not enforced by a court and rather enforced by a statute. The statue indicates the agency can request documents and testimony without going to a judge to get the request approved. Even worse than not getting approval, the person or company who is subpoenaed will be given five years in prison if they disclose they received the subpoena. (3) When these are issued to companies to retrieve customer’s records, the customer cannot even be notified of the request.

The time-honored tradition of issuing a subpoena was the duty of a court. This goes back to the English Common Law. In the United states the “Issuance of subpoenas for proceedings in the United States district courts is governed by Rule 45 of the Federal Rules of Civil Procedure.” (4)  Usually, the court will review the request and validate that the request has grounds. But under the Patriot Act, the FBI can issue them directly.

A thoughtful citizen might ask, why would this kind of power be given to an agency? After all, aren’t the courts given the power to issue subpoenas because law enforcement agencies like the FBI are biased towards wanting to close cases by any means necessary. Especially after 9/11’s terrorist attacks, the agencies are under severe pressure to prevent attacks from happening again. This means their main objective is gathering intelligence data on all of the US population. The courts objective is to protect the US population constitutional rights. The courts oversight of issuance of subpoenas insures a check and balance of these two sometimes-opposing objectives.

This bias is confirmed by the testimony of The Honorable Rachel Brand, the assistant attorney general of the department of justice, before the senate. Her testimony can give some insight into the thoughts of the minds who put together the Patriot Act. “Although grand jury subpoenas are a sufficient tool in many investigations, there are circumstances in which an administrative subpoena would save precious minutes or hours in a terrorism investigation.” (5) 

The time urgency now gives the FBI the ability to issue a subpoena without a judge looking over it to verify if it’s well founded. Not only could the FBI and other law enforcement agencies gather information using subpoenas or another similar tool called a National Security Letter (NSL), but they then can save the data they retrieve in a national database.  “In late 2003, the Bush administration reversed a long-standing policy requiring agents to destroy their files on innocent American citizens, companies and residents when investigations closed. Late last month, President Bush signed Executive Order 13388, expanding access to those files for ‘state, local and tribal’ governments and for ‘appropriate private sector entities,’ which are not defined.”(6) 

The government can obtain records on American citizens with no judge reviewing the subpoena, and then store that information in a national database.  The citizen’s don’t even need to have any evidence against them. “FBI rules established after the Patriot Act allow the letters to be issued long before a case is judged substantial enough for a ‘full field investigation.’ Agents commonly use the letters now in ‘preliminary investigations’ and in the ‘threat assessments’ that precede a decision whether to launch an investigation. “(6)

 This power is further being used to track citizen’s use of the Internet. The FBI can gather data to find out how a person lives online. The FBI can request online services such as Google to hand over user records, email services to give access to who users are emailing, and even what users are buying online. If you think its not important, think about it. What if you were posting on a yahoo message board discussing local a corruption case. Now think of the politician you are talking about contacting the local police to ask them to get your name and phone number. The police could ask yahoo for your user information. There would be no court to review why the NSL was issued. The politician could then use their influence to somehow shut you up. Where is democracy in a society where this is allowed?

The EFF (Electronic Frontier Foundation) whose main objective is to protect digital rights, was so alarmed by the use of NSLs that they filed an Amicus Curiae in the case called Doe v. Gonzales to try to protect the rights of many Internet companies feeling threatened by the use of NSLs. The EFF’s has been involved for many years in protecting people from violations of first and fourth amendment rights. This instance is just another case of them stepping in to try to stop the law enforcement from violating rights which the courts no longer are interested in protecting.

From the press release, “EFF and its cosigners argue that NSLs for Internet logs should be subject to the same strict judicial scrutiny applied to other subpoenas that may reveal information about the identities of anonymous speakers – or their private reading habits and personal associations.” (7) 

Thankfully non for profit organizations like the EFF and ACLU are bringing these to court and supporting the cases which have been brought to court. 

But do enough people realize the dire straights our rights are being put through? The word Patriot means, according to dictionary.com  “a person who loves, supports, and defends his or her country and its interests with devotion.” Because the name of the Patriot Act when a citizens of the US speaks up against the anti constitutional spirit of the act, they are often seen as unpatriotic. It is difficult to separate the Act from true Patriotism. This sparks of the same crisis of critical thinking which occurred during McCarthy’s Second Red Scare in the 40s and 50s. A society needs to be able to talk freely about the laws and the impacts on the constitution. When a subject becomes taboo to talk about or even to think about, a society based on the freedom of ideas will fail and give way to tyranny.

In conclusion, in a democratic society, every citizen must be educated about the laws passed. The checks and balances normally in place to protect the US citizen’s constitutional rights are being removed in the hopes of ensuring national security. Even the name of the Patriot Act leads to the same type of suspicion generated by a person who wears a button saying “Trust Me.” The violations of the fourth amendment and the use of the data collected of innocent citizen’s in a national database are definite cause for alarm. Citizens need to be aware of these violations and express their outrage against it. 

Sources cited in this paper:

1. The Bill of Rights, IV

2. “Administrative Subpoenas” http://www.house.leg.state.mn.us/hrd/pubs/adminsup.pdf
3. “Administrative Subpoenas for the FBI: A Grab for Unchecked Executive Power” http://www.cdt.org/security/usapatriot/030924cdt.shtml
4. Definition of a Subpoena: http://en.wikipedia.org/wiki/Subpoena

5. "Testimony of The Honorable Rachel Brand Assistant Attorney General United States Department of Justice" http://judiciary.senate.gov/testimony.cfm?id=1235&wit_id=3609
6. “The FBI's Secret Scrutiny”, http://www.washingtonpost.com/wp-dyn/content/article/2005/11/05/AR2005110501366_pf.html
7. "FBI's 'National Security Letters' Threaten Online Speech and Privacy" http://www.eff.org/news/archives/2005_08.php#003872

